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“Narcotics diversion has emerged as the leading cause of 
provider-to-patient HCV (Hepatitis C) transmission.” (1)

US Department of Health & Human Services

“Healthcare culture must change for hospital staff to 
accept and understand that the patient is the primary 

victim of diversion.” (2)

Maryland Department of Health and Mental Hygiene

(1) US Department of Health & Human Services Combating the Silent Epidemic of Viral Hepatitis:  Action Plan for the Prevention, Care, & 

Treatment of Viral Hepatitis. http://www.hhs.gov/ash/initiatives/hepatitis/actionplan_viralhepatitis2011.pdf.

(2) Maryland Department of Health and Mental Hygiene, PUBLIC HEALTH VULNERABILITY REVIEW: DRUG DIVERSION, INFECTION 

RISK, AND DAVID KWIATKOWSKI’S EMPLOYMENT AS A HEALTHCARE WORKER IN MARYLAND March 2013
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Diversion Control: Dose by Dose Verification

• Automatically verifies drug composition and volume

• Provides real-time cloud-based tracking and reporting

• Secures/destroys waste with full traceability by dose

• Eliminates need for second human witness
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History and Timeline

8/13-Pilot 

Approved

11/13-ETF 

Application Accepted

4/14-Presented to 

HCA Diversion 

Committee

8/14-ETF Declines 

Funding “diversion not 

significant problem”

9/14- St. David’s 

accepts pilot 

proposal

12/14-HCA 

HealthInsight

Capital begins 

formal investment 

evaluation

2/15-Request TSBP to:

-Allow 18-month 

extension of original 

pilot approval

-Receive notification of 

pilot site addition
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Pilot Plan

• Consecutive Pilot Phases each validating a 

progressively more complicated usage model

Phase I:
Pharmacy

Phase II:
Patient Floor

Phase III:
Emergency

Room
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Prototype Status

*Motors, wires, machine components, power supplies, and circuit boards not shown
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Executive Summary 
 
Detecting and eliminating drug diversion in the hospital is becoming vital to the safety of patients.  
According to the US Department of Health and Human Services, narcotics diversion has emerged 
as the leading cause of provider-to-patient Hepatitis C transmission.  The continuing epidemic of 
prescription drug abuse in America along with increasing compliance challenges are driving the 
urgency for better controlling the hospital waste stream of Controlled Substances.  Vigilant 
Devices LLC, Reliant Rehabilitation Hospital, and St. David’s North Austin Medical Center are 
jointly proposing a Pilot Study of the Vigilant Waste Identification and Disposal System to be 
performed onsite under the direction of H.L “Rusty” Pendley, R.Ph., DOP, St. David’s North 
Austin Medical Center, and Mike Brimberry, R.Ph., MBA. DOP, Reliant Rehabilitation Hospitals.   
This system will automatically verify, track, and secure all injectable Schedule II post-patient 
Controlled Substance waste.  Expected benefits include immediate detection of diversion at the 
time and place it occurs, as well as improved compliance, higher efficiency, and lower labor 
costs. 
 
Purpose 
 
The purpose of this document is to present the operational and analytical plan for the proposed 
Pilot Study of the Waste Identification and Disposal System (WID) at HCA/St. David’s North 
Austin Medical Center (NAMC) and Reliant Rehabilitation Hospital (RRH).  This plan is presented 
for review by the Texas State Board of Pharmacy.  This document will further serve as the basis 
for creating the detailed protocols at the study sites. 
 
Scope 
 
This document outlines the process, personnel, facilities, list of controlled substances, 
operational, and analytical plan for the proposed Pilot Study.  It contains an outline of the 
proposed test protocol for the Pilot Sites: 
 

• St. David’s North Austin Medical Center, Austin, TX 

• Reliant Rehabilitation Hospital, Round Rock, TX 
 
It is based upon the Pilot Plan approved by the Texas State Board of Pharmacy (TSBP) on 
August 14, 2013 for implementation at Reliant Rehabilitation Hospital in Round Rock, Texas, in 
which a waiver of the witness requirement in 22 Texas Administrative Code § 291.75 ( c )(4)(vii), 
§ 291.75 ( c )(5)(viii) for Class C Pharmacies as well as 22 Texas Administrative Code § 291.76 
(D)(iii)(VII) and 291.76 (E)(i)(VIII) was requested and conditionally granted.  Vigilant Devices is 
requesting the same waiver be applied to NAMC by the Texas State Board of Pharmacy under 
the “additional site” provision in the original approval.  This allows approval of additional pilot sites 
by notification and administrative review.  Additional protocols, policies, and procedures, including 
those herein, may be created and maintained as part of the pharmacy and hospital internal 
compliance plan as deemed necessary by RRH and/or NAMC. 
 
Objective 
 
The objective of this Pilot Study is to establish that the WID can replace 
the human witness (See Figure 1) in controlled substance waste disposal 
procedures by verifying, tracking, and securing each controlled substance 
waste dose.  This is expected to immediately detect diversion by 
substitution and the time and place of disposal.  This form of diversion is 
both the most dangerous to the patient and the least detectable using 
today’s standard practices.  According to the US Department of Health 
and Human Services, narcotics diversion has emerged as the leading 

Figure 1: Witness 
verifying drug in syringe 
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cause of provider-to-patient Hepatitis C transmission.  The WID is also expected to improve 
overall control of the Schedule II Controlled Substances waste stream in the hospital so as to 
reduce all opportunities for diversion and fraud while improving the cost efficiency of the process.  
This will be done by showing that the WID can accurately identify the waste drug, approximate 
concentration, and volume “live” in a patient care area such as the ER, OR, or ICU.  Notably, a 
human witness is completely incapable of verifying the composition and concentration of waste 
drugs.   
 
Equally important is to establish how well the Vigilant system integrates into the workflow of the 
hospital and pharmacy to improve operational efficiency.  This will be done by evaluating the 
external human factors and process considerations necessary for the entire 
device/people/process system to work effectively. 
 
Impact 
 
The WID will provide immediate detection of diversion along with full compliance with all current 
laws/rules.  In addition to reducing the risk of blood-borne pathogen transmission between 
caregivers and patients, controlling diversion improves patient care by providing more patients 
the medication they need as well as fewer opportunities for clinicians to become drug-impaired 
which may threaten patient safety.  The WID allows full regulatory compliance with all current 
laws and rules including the new DEA rules.  The WID uniquely addresses a compliance dilemma 
presented in section 1304.22(e)(3)(iii) of the new DEA rules (formerly 1317.25 (b)(2)(iii) of the 
proposed DEA rules) resulting from the Secure and Responsible Disposal Act of 2010 specific to 
the transfer of custody between DEA registrants which states: 
 

“For controlled substances in a …receptacle that has been opened: If the substance 
is listed in Schedule I or II, make an exact count or measure of the contents…” 

 
The WID enables full compliance with this rule by verifying the composition, concentration, and 
volume of each waste dose and sequestering each dose in its own bar coded single-dose 
container.  This uniquely allows for full traceability for each individual waste dose.  Each dose can 
then either be chemically destroyed in the device or collected by a reverse distributor for 
incineration along with exact records of all waste contents.   
 
Additionally the WID will offload the low-value repetitive tasks associated with wasting drugs from 
the pharmacist and other clinicians.  The WID will perform these tasks more accurately and with 
better record keeping than current manual processes.  This will allow the pharmacists to focus 
more attention on recommending and directing patient-specific therapies in consultations with the 
attending physicians, and allow the clinicians to focus more on direct patient care.  Since the WID 
substitutes for the human witness, an immediate 50% reduction in labor associated with 
witnessed drug wasting should be realized by the hospital. 
 
The WID performs these major tasks: 
 

• Automatically verifies waste drug composition and volume 

• Provides real-time cloud-based tracking and reporting 

• Secures and adulterates waste with full traceability by dose 
 
In doing so, the WID will provide hospitals: 
 

• Full compliance with all state and federal laws 

• Immediate diversion detection 

• Full traceability by individual dose 
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• Non-infectious safe disposal 

• Enhanced patient safety 

• Reduced labor costs 
 
Background 
 
Hospitals typically dispense controlled substances in patient-specific “one-size-fits-all” vials and 
administer only a portion of the contents to the patient. The remaining contents are disposed of in 
a manner tightly regulated by the Drug Enforcement Agency. DEA recently introduced stringent 
documentation and verification requirements to prevent diversion of narcotics for illicit use. 
Hospitals may now risk compliance violations as well as continuing escalation of drug diversion 
as they work to meet these new requirements. 
 
Since the inception of therapeutic pharmaceuticals, the issue of distribution and regulation has 
been of concern. In 1970 the Controlled Substances Act was passed providing guidelines for 
identification, distribution and disposal of the now labeled controlled substance category of 
pharmaceuticals. These drugs are considered to be dangerous by the DEA and require direct 
physician supervision for administration. As a result of the regulatory documentation 
requirements, an industry was born to effectively distribute, document and track the utilization of 
these drugs. 
 
There are three major components to satisfy the Controlled Substance Act of 1970, one of which 
has been left to manual adjudication. Commercially available today are systems for tracking and 
documenting the distribution and utilization of controlled substances. The last component in the 
process is wastage, which remains a manual process and is equally prone to abuse, diversion 
and a host of regulatory and efficiency concerns. 
 
In the absence of technology to assist with controlled substance wastage, medical care providers 
are required to manually document, countersign and track the heavily regulated process.  More 
frequently than not, there is excess drug during routine administration that must be disposed of 
under strict guidelines overseen by the DEA, State Boards of Pharmacy and state and local law 
enforcement agencies. The guidelines require: 
 

• Excess drug from routine administration be disposed of and rendered unusable for 
human consumption 

• The wastage process must be witnessed and countersigned by licensed personnel 

• The witness must visually observe the identity, quantity and disposal of the controlled 
substance, attesting to the process via handwritten signature or electronic password 

• The wastage process must be documented with the overseeing authority, which then 
must reconcile medication administration record with the wastage record 
 

As the process is primarily manual and adjudicated by those same individuals that are being 
monitored, it is riddled with inefficiency, opportunity for diversion and theft, compromised by 
increasing time restraints and creates conflict among those responsible for administration.  Figure 
2 below outlines this process and the specific danger of infectious disease transmission:  
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Figure 2: Compliant wasting process with undetected diversion 
 

Vigilant Devices provides automated point-of-service drug verification with single-dose traceability 
for post-patient controlled substance waste in the hospital. This is done automatically by 
analytically determining the chemical structure of the waste and sequestering each dose it its own 
unique bar coded waste container. Regulatory documentation is automatically generated by a 
cloud-based tracking system linked to each container.  Since each waste event currently requires 
a second human witness to sign off, at least 50% of this labor cost is redundant and can be 
eliminated using automation.   
 
The WID device will be placed in a patient care area such as the ER, OR, or ICU.  It is simple to 
use and will be operated directly by each clinician who would be disposing of Schedule II 
controlled substance liquid narcotic injectables.  To use, the clinician would follow the basic steps 
shown in Figure 3 below: 
 

1. Logon to the system by finger swipe or password entry 
 

2. Scan the barcode on the vial holding the waste dose 
 

3. Inject the waste dose into the WID 
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Figure 3: Operation of the WID Device 

 
Done!  All device functions are performed automatically and transparent to the clinician.  These 
automated steps as shown in Figure 4 are outlined below and require no user input or action: 
 

1. The waste dose is accepted into a new, serialized, bar coded single-dose disposable 
cuvette capable of holding up to 10 ml of waste.  This cuvette is secure inside the device.  
A unique transaction number is generated from the cuvette serial number and a 
transaction record is opened in the Vigilant cloud-based tracking and reporting system.  
The data from the vial barcode (See the “Scan” step in Figure 3 above) is stored as part 
of this record.  This data includes the drug NDC number (drug type, manufacturer, 
concentration), the logon credentials of the user, and the serial number of the WID device 
itself. 

 
2. The volume of waste in the cuvette is measured and recorded, then a nanoparticle 

solution is mixed with a portion of the waste dose.  
 

3. Surface Enhanced Raman Spectroscopy (SERS) is used to verify the drug composition 
and concentration against the information in the NDC number and drug identity scanned 
from the vial label.  This is done by illuminating the substance with a focused laser beam 
and capturing the Raman scatter.  The nanoparticles placed in the drug enhance and 
amplify this Raman scatter to allow exceptional sensitivity.  The Raman scatter is 
compared to a gold-standard scatter for the specific drug.  The Raman scatter is unique 
to the chemical structure of a compound and is highly specific and repeatable.  If a match 
is verified, step 4 below is performed.  If not, step 4 is skipped. 

 
4. An adulterant is mixed with the drug.  This adulterant oxidizes and polymerizes the waste 

to render it non-infectious, unusable, and irretrievable. 
 

5. The transaction record is closed and pushed to the cloud-based tracking and reporting 
system.  If the drug did not match the bar code on the vial, a discrepancy is immediately 
noted in the cloud-based tracking and reporting system.  The charge nurse, pharmacist, 
or other person tasked with waste compliance is immediately paged by the system and 
all pertinent information is made available so the person in charge can quickly and 
efficiently address the discrepancy.  The drug in this case will not be adulterated and will 
instead be sequestered in its original form and tagged so that it can be handled per the 
policies and procedures in place at the hospital.  These may include re-testing internally 
or sending out to a lab for testing.  The pharmacy staff periodically will collect the 
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cuvettes containing the adulterated drugs and store them in a locked bin in the pharmacy 
for pickup and incineration by the reverse distributor, or alternatively, discard directly as 
garbage. 

 
Figure 4: Internal Processing of Waste Dose Injected Into WID Device 

 
 

The goal of Vigilant Devices, L.L.C. is to provide the medical care industry an integrated method 
and device for monitoring drug wastage that is efficient, eliminates the opportunity for redirection 
and theft, and completes the documentation process required by the DEA as outlined in the 
Controlled Substances Act of 1970 and the pending new rules.  Vigilant will demonstrate through 
the Pilot Study outlined below that the wastage system provides a more reliable and accurate 
alternative to the present norm in which a human witnesses the wastage process.   
 
Pilot Study Overview 
 
This study will be conducted in three phases. Phase I will be performed by the facilities and 
personnel referenced below and will have the limited objective of validating the device within the 
pharmacy. Only the pharmacy staff will have access to the device in Phase I.  Phase II will 
validate the entire wastage process in the hospital based on the device and including personnel, 
environmental factors, and real-world situations. This will be done outside the pharmacy on a 
lightly-active patient floor.  A broad cross section of clinicians will access the device including 
pharmacists, pharmacy technicians, nurses, and doctors. Phase III will be performed by the 
second facility and personnel listed below.  This study will validate the entire witness-less 
wastage process in a vital hospital area such as the ER using the Vigilant WID device and 
including personnel, environmental factors, and real-world situations.  Operational accuracy of the 

 

 

Laser 

Raman 

Spectrometer  

IIII 

IIII IIII IIII 

IIII 1 

2 3 4 

5 
 

1317.25 (b)(2)(iii) 

Adulterant 

Nanoparticles 

Syringe 

Cuvette 

Bar Code 

Spectral Plot 

Cloud 

Disposal 

Text Alert 

V 



Waste Identification and Disposal System Pilot Plan 
Prepared by 

Rafi Baddour, P.E., CEO and David Nelson, M.D., Chief Medical Officer, Vigilant Devices LLC 
Rusty Pendley, R.Ph., DOP St. David’s North Austin Medical Center 
Mike Brimberry, R.Ph., MBA, DOP, Reliant Rehabilitation Hospital 

 

 Page 7 14/01/2015 

device, integrity of record keeping, and ease of use will be evaluated.  The facilities and 
personnel are listed below: 
 
Facility 1: Phase I and II 
 
Reliant Rehabilitation Hospital Central Texas 
1400 Hester’s Crossing 
Round Rock, TX 78681 
TSBP License Number: 25977 
DEA License Number: FR0835869 
Texas DPS License Number: G0157335 
 
RRH Personnel: 
 
W. Michael Brimberry, R.Ph., MBA 
Director of Pharmacy 
TSBP License Number: 18105 
Phone: (512) 244-4400 main 
mbrimberry@relianthcp.com 
 

• Medical Director: Tim Murphree, M.D. (rehab floors) 

• Medical Director: Teresa Lyson, M.D. (SNU floor) 

• Vidette Forbes, R.N., C.N.O. 

• Randi Cruz, L.V.N, Nursing Manager 
 
Facility 2: Phase III 
 
St. David's  North Austin Medical Center (NAMC) 
12221 N. Mopac Expwy.  
Austin, TX 78758  
License Number: 24246  
DEA License Number:  BN9555319 
Texas DPS License Number: 20142146  
 
NAMC Personnel 
 
H.L. “Rusty” Pendley Jr, R.Ph., Director of Pharmacy, PIC  
TSBP License Number: 25176  
Phone: (512) 901-1414 
Rusty.Pendley@StDavids.com  
 

• Jeanie Lively RPh, Pharmacy Supervisor, Team Member 

• Leslie Sengel RPh, Clinical Support, Team Member 

• Elvira Becirovic , Pharmacy Diversion Auditor, Team Member 

• Chris Curtis, Facility FISO & IT Contact, Team Member 

• SDNAMC  Diversion Review Team  

• Sheri Dube COO, Executive Sponsor 
 
Vigilant Devices LLC Personnel 
 

• David Nelson, M.D., Board Certified Anesthesiologist and Chief Medical Officer 

• Rafi Baddour, P.E., Professional Engineer and Chief Executive Officer 
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Summary of Current Waste Procedure at Facility 
 
The current drug wasting process at both RRH and NAMC is typical of many organizations.  
Schedule II medications are dispensed to the clinical staff using an Automated Dispensal 
Machine (ADM).  At RRH, the Accudose

®
 ADM system is utilized; at NAMC, Pyxis

®
. 

 
The drug wasting procedure as it currently stands can be summarized by the steps below.  Figure 
2 above outlines these steps (minus the diversion detour): 
 

1. The Clinician accesses the ADM cabinet by secure password and obtains the Schedule II 
medication for administration to a patient per physician orders. 

 
2. The Clinician administers the medication. 

 
3. If there is excess Schedule II medication after administering the ordered dose to the 

patient, the clinician recruits a witness and both the clinician and witness go to the ADM 
cabinet to perform the wastage of the excess medication. 

 
4. The Clinician logs in with his/her password and locates the record associated with that 

transaction.  Screen prompts are followed with instructions for the waste process.  During 
the process the witness also logs in with their password and both the witness and 
clinician verify the drug type and volume against the open record. 

 
5. The Schedule II medication is wasted by discarding the drug in accordance with the 

hospital policies and procedures.  This includes the witnessing of the actual disposal of 
the drug (trash, sewer, or collection bin).  At this point the transaction is completed and 
the clinician and witness can log out of the ADM cabinet. 

 
Pilot Changes to Current Waste Procedures 
 
The changes to this procedure to support the pilot will modify steps 3-5 above; steps 1 and 2 will 
remain unchanged.   The WID will be placed adjacent to the ADM in one of the patient care areas 
such as the ER, OR, or ICU.  The changes to steps 3-5 will implement two key differences: 
 

1. All waste will be deposited by the clinician directly into the WID device 
 

2. The WID device will fill the role of the second human witness 
 
Implementation of the steps outlined below will require a waiver of the human witness 
requirement pursuant to 22 Texas Administrative Code § 291.75 ( c )(4)(vii), § 291.75 ( c )(5)(viii) 
for Class C Pharmacies as well as 22 Texas Administrative Code § 291.76 (D)(iii)(VII) and 291.76 
(E)(i)(VIII).  The Texas State Board of Pharmacy has previously indicated that the current waiver 
would extend to all sites testing the WID device upon proper notification. 
 
The steps shown below outline the complete proposed wasting process including the unchanged 
steps and would be implemented under an extension of the current waiver: 
 

1. The Clinician accesses the ADM cabinet by secure password and obtains the Schedule II 
medication for administration to a patient per physician orders. 

 
2. The Clinician administers the medication. 

 
3. The Clinician who originally obtained and administered the medication logs into the ADM 

with their password and locates the record associated with that transaction.  No human 
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witness is present.  Instead, the same clinician will log in again, this time as the witness 
using a separate username and password specific to the WID device.  This WID 
username and password will enable only authorized clinicians to use the WID as the 
witness.   

  
4. The Clinician then logs on to the WID device using a finger swipe (or password entry via 

the touch screen) and creates a new waste record in the WID.  A unique transaction 
number is automatically assigned to this record by the WID when it is created.  This 
transaction number is based on the unique bar coded serial number of the cuvette inside 
the device which will receive this specific dose.  The Clinician then scans the vial of 
waste drug to automatically enter the NDC number, drug type, concentration, and original 
volume in the open transaction record on the WID using the on-board barcode scanner.   
As a backup, this can also be done using pull-down menus on the touch-screen interface 
to ensure the transaction can be properly completed in the event the bar code is not 
readable.  No patient data or HIPAA-regulated data is entered into the WID.   

 
5. The Clinician will follow the on-screen cues and inject the remaining drug into the waste 

port on the WID device.  Once injected, the drug is secured in the device and it will 
display the confirmation code on the touch screen.  This code is identical to the 
Transaction Number and specific to the bar coded serial number of the cuvette inside the 
device into which this specific dose was deposited.  The Clinician will enter the WID 
confirmation code in the searchable “Comments” section of the ADM transaction record 
as shown in Figure 5 below.  The clinician will then log out of the WID device.   

 

 
Figure 5: Clinician entering WID Confirmation Code into ADM 

 
6. The Clinician will complete the waste record on the ADM and log out.  Waste transaction 

is now complete and the Clinician can move on to his/her other duties.  Done! 
 
The WID will automatically analyze the drug as outlined earlier.  After the analysis, if there are no 
discrepancies, the drug will be adulterated and converted into a non-retrievable form.  If a 
discrepancy is noted, the WID will secure, sequester and preserve the drug for subsequent 
analysis by the Pharmacist.  A message will immediately be sent to the Pharmacist, Charge 
Nurse, or other responsible person to notify him/her of the discrepancy, either by text, email, or 
both.  No indication will be given to the Clinician who wasted the drug. 
 
The pharmacy will periodically collect the cuvettes containing the adulterated drugs from the WID, 
dispose of in garbage, or place in a locked bin in the pharmacy and stage for pickup by a reverse 
distributor as required by the facility’s policies and procedures.   The WID incorporates a 
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convenient removable carousel to simplify the workflow associated with transferring the cuvettes 
to the pharmacy shown in Figure 6 below.  The carousel serves as a tote to hold the cuvettes in 
the pharmacy, in transit to the WID, and inside the WID itself.   
 
The carousel is loaded in the pharmacy with 24 new disposable cuvettes and taken by a 
pharmacy technician to the WID device.  The device has a slide-out drawer which the technician 
opens with a key, removes the existing carousel containing the used cuvettes from the device 
and replaces it with the carousel containing new unused cuvettes.  The carousel is placed into 
and removed from the device as a single unit to make refilling quick and easy.   Once the door on 
the WID is closed it automatically accounts for the new cuvettes and resumes operation.   
 
The carousel containing the spent cuvettes is transported back to the pharmacy as a single unit 
and set aside until someone is ready to empty and sort the used cuvettes.  The carousel 
incorporates its own computer to remember which cuvettes were used, which were not, and 
which had a discrepancy of some sort.  It then illuminates each cuvette red, green, or yellow to 
allow quick sorting by the pharmacist.  All the red-illuminated cuvettes are simply discarded or 
placed in a locked bin for the reverse distributor to account for when they come at a later date.  
No bar code scanning or review of these cuvettes is necessary; all records would have already 
been created upon disposal in the WID and pushed to the cloud automatically.  This greatly 
reduces the load on the pharmacy. 
 
The yellow-illuminated cuvettes, of which there should be very, very few, indicate that the 
substance inside the cuvette is not what it is supposed to be.  This could indicate diversion, such 
as substitution of the drug with saline, or there could be another explanation.  To keep all options 
open for the pharmacist, any drug which can not be confirmed by the device will be sequestered 
and preserved; no adulteration is ever performed on the yellow-illuminated cuvettes.  This allows 
the option to the pharmacist of sending the drug out for laboratory testing.   
 
The green-illuminated unused cuvettes are left in the carousel and the empty slots are refilled 
with more new cuvettes.  The carousel is now ready for use again.  Keeping two carousels will 
allow the pharmacy great flexibility since at any given time there is always a carousel operating 
inside the WID device and one in the pharmacy, either awaiting emptying/refilling or on the shelf 
ready to go back into the device.   

 
Figure 6: Computerized Carousel with LED indicators  

 

Confirmed drug match and adulterated

Unconfirmed drug match - not adulterated
Unused

11 in

Retractable Carry Handle

Cuvettes
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Periodically the reverse distributor may retrieve the used cuvettes from the locked bin, scan each 
individual bar code, and group them according to NDC number.  The Vigilant cloud-based 
tracking and reporting system will create a single line entry on the Form 222 for each group of 
cuvettes indicated with a specific NDC number and tally the cumulative volume.  This will be 
repeated automatically for each NDC number and labels will be printed out to clearly identify the 
bags of waste for each specific NDC number as shown in Figure 7 below: 
 

CONTENTS:
NDC: 0641-6026

Cuvette #’s
152564,234554

875322,843567
346788,356789

886634,346898
208947
Total Volume:

22.5 ml

WASTE TRANSACTION RECORD

User 

Identification
Smith, Jane

Confirmation 

Code (Cuvette

Serial Number)
152564

NDC Number 0641-6026
Drug 

Verification
CONFIRMED

Device Serial 

Number
DX6543E9

Concentration 

Verification
CONFIRMED

Device 

Location

City 

Hospital, 

Wing 3

Drug Volume 

Measurement
2.0 ml

Drug 

Identification

Fentanyl

Citrate

Drug 

Chlorinated
YES

Concentration 

Identification

50 mcg / 

1ml
Time Stamp

16:42.4 

12/03/13

Bar Code

Label

Bag of CS Waste

CS Waste

Form 222

0641-6026 22.5ml

___________

___________

W ASTE TR AN S ACTI ON RECORD

User I dentific ation Smith, Ja ne Cu vett e Ser ial 
Nu mber

152 564

Confirmation C ode 09 823 4 Drug  Verificatio n CONFIRM ED

Devic e Ser ial N umb er DX6543E9 Co nce ntration 
Ver ificati on

CONFIRM ED

Devic e Locat io n City Hospital, W ing 3
Drug  Volume 

Measure ment
2.0 ml

Drug Identification Fentanyl Drug  Chlorinated YES

Concentr ation 
Identificat io n

25 0 m cg / 5ml T ime Stamp 16:42.4 12/03/ 13

W ASTE TR AN SACTION R ECORD

User I de ntificati on Smith, Jane Cuvette Seri al 
Number

152564

Co nfirmati on Code 098234 Drug Ver ifica tion CON FIR MED

De vice Serial N umber DX654 3E9
Concentr atio n 

Ver ificati on
CON FIR MED

De vice Locat ion Cit y Hospital, W ing 3
Drug Vol ume 
Measuremen t

2.0  ml

Drug  Identificati on Fentanyl Drug Chl or in at ed YE S

Co nce ntration 

Ide ntifi cat ion
250 m cg / 5ml Time Stamp 16:42. 4 12/03/13

W ASTE TR AN SACTI ON R ECORD

User Identification Smith , Ja ne Cu vett e Ser ial 
Nu mber

152 564

Confirmati on Co de 09 8234 Drug  Verificatio n CONFIRM ED

Devic e S er ial N umb er DX6543E 9 Co nce ntration 
Verificatio n

CONFIRM ED

Devic e L ocation City Ho spita l, Wing 3
Drug  Volume 

Measurement
2.0 ml

Drug Id entificati on Fenta nyl Drug  Chlorinated YES

Concentr atio n 
Identification

25 0 mcg / 5ml Time Stamp 16: 42.4 12/0 3/ 13

W AST E TR AN SACTI ON R ECORD

User I de ntificati on Smith, Jane Cuvette Seri al 
Number

15 256 4

Co nfirmation Code 098234 Drug Ver ification CONFIRM ED

De vice Ser ial Nu mber D X654 3E9
Concentr atio n 

Ver ificati on
CONFIRM ED

De vice Locat ion C it y Hospital, W ing 3
Drug Vol ume 
Meas urement

2.0 ml

Drug  Identification Fentanyl Drug Chl or in at ed YES

Co nce ntration 

Ide ntifi cat ion
250 m cg / 5ml Time Sta mp 16:42. 4 12/03/13

W ASTE TR AN SACTI ON R ECORD

User I dentificatio n Smith, Jane Cuvett e Seri al 
Number

15 256 4

Confirmation Code 098234 Drug Ver ification CONFIRM ED

Device Ser ial N u mber DX 6543E9
Concentration 

Ver ificati on
CONFIRM ED

Device Locat ion Cit y Hospital, W ing 3
Drug Vol ume 

Meas urement
2.0 ml

Drug Iden tific ation Fentanyl Drug Chl or inate d YES

Concentration 
Identificat ion

250 m cg / 5 ml Time Sta mp 16:42. 4 12/03/ 13

W ASTE TR AN SACTION R ECORD

User I de ntificati on Smith, Jane Cuvette Seri al 
Numb er

152564

Co nfirmati on Cod e 098234 Drug Ver ifica tion CON FIR MED

De vice Serial N umber DX654 3E9
Concentr ation 

Ver ificati on
CON FIR MED

De vice Location Cit y Hospital, W ing 3
Drug Vol ume 

Measuremen t
2.0  ml

Drug  Identificati on Fentanyl Drug Chl or inat ed YE S

Co nce ntration 
Ide ntifi cation

250 m cg / 5ml Time Stamp 16:42. 4 12/03/13

W ASTE TR AN SACTI ON R ECORD

User I dentificatio n Smith, Jane
Cuvett e Seri al 

Number
15 2564

Confirmation Code 098234 Drug Ver ification CONFIRM ED

Device Ser ial N u mber DX 6543E9
Concentration 
Ver ificati on

CONFIRM ED

Device Locat ion Cit y Hospital, W ing 3
Drug Vol ume 

Meas urement
2.0 ml

Drug Iden tific ation Fentanyl Drug Chl or inate d YES

Concentration 
Identificat ion

250 m cg / 5 ml Time Sta mp 16:42.4 1 2/03/ 13

WASTE TR AN SAC TION  R EC OR D

User Identificati on Smith, Jane
Cuvette Ser ial 
Numb er

152564

Confirmati on Cod e 098 234 Drug Verification C ONFIRM ED

Device Serial N umber DX65 43E9
Concentration 

Verific ation
C ONFIRM ED

Device L ocation City Hospita l, Wing 3
Drug Volume 
Measurement

2.0 ml

Drug Identificati on Fentan yl Drug Chlor inat ed YES

Concentration 
Identifi cation

250 mcg / 5ml Time Stamp 16: 42. 4 12/0 3/1 3

W ASTE TR AN SACTI ON R ECORD

User I dentific atio n Smith, Jane
C uvett e Ser i al 

N umber
15 2564

Confirmation Code 098234 D rug V erification CONFIRM ED

Device Ser ial N umber DX6543E9
C oncentration 
Ver ificati on

CONFIRM ED

Device Locat io n City Hospital, W ing 3
D rug V olume 

Measure ment
2.0 ml

Drug Iden tific ation Fentanyl D rug C hlorinate d YES

Concentr ation 
Identificat io n

250 m cg / 5 ml T ime Stamp 16:42.4 1 2/03/ 13

WASTE TR AN SACTION R ECORD

U ser Ide ntificati on Smith, Jane
Cuvette S eri al 
Numb er

152564

C onfirmati on Cod e 098 234 Drug Ver ifica tion CONFIRMED

D evice Serial N umber DX65 43E9
Concentr ation 

Verification
CONFIRMED

D evice Location City Hospital, Wing 3
Drug Vol ume 
Measuremen t

2.0  ml

D rug  Identificati on Fentanyl Drug Chl or inat ed YES

C oncentration 
Identifi cation

250 m cg / 5ml Time Stamp 16: 42. 4 12/03/1 3

W ASTE TR AN S ACTI ON RECORD

User I dentific atio n Smith, Ja ne
C uvett e Ser ial 
N umber

152 564

Confirmation Code 09823 4 D rug  Verification CONFIRM ED

Devic e Ser ial N umb er DX6543E9
C oncentration 

Ver ificati on
CONFIRM ED

Devic e Locat io n City Hospital, W ing 3 D rug  Volume 
Measure ment

2.0 ml

Drug Identific ation Fentanyl D rug  Chlorinated YES

Concentr ation 
Identificat io n

250 m cg / 5 ml T ime Stamp 16:42.4 12/03/ 13

SINGLE LINE ENTRY BY NDC # GROUP

 
Figure 7: Grouping of Waste Doses by NDC number linked to Cuvette Serial Numbers 

 
Process Outline 
 
The WID device will create a record containing the information outlined in the steps above, as 
well as the Raman scatter plot created by testing the specific waste sample at the time it is 
deposited.  This plot will be analyzed in the cloud to determine the match and the results stored in 
the cloud.  Reconciliation, discrepancy analysis and determination of WID accuracy is discussed 
in the Data Analysis section below.   
 
The flowchart in Figure 8 on the next page outlines this process and shows the interactions 
between the Clinician, ADM. WID, Pharmacy, and Reverse Distributor.  Several points should be 
noted: 
 

• All lavender flowchart steps are performed completely automatically by the WID device 

• No patient or HIPAA-regulated data is ever entered into the WID or stored in the Vigilant 
cloud-based tracking and reporting system 

• Carousels each holding 24 cuvettes are loaded into/removed from the WID and 
transported as a single unit to simplify handling of waste 

• The Reverse Distributor can be given controlled access to the Vigilant cloud-based 
tracking and reporting system to simplify their documentation and chain of custody 
verification 

• The clinician simply swipes a finger to login, scans a barcode, injects the waste, and 
enters a confirmation code in the ADM.  No other actions or steps are required, and this 
is done entirely without requiring second a human witness 
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Logon WID & ADM® 

Select ADM® 
Transaction Record 

Secure  Drug in Single-
Dose Bar Coded Cuvette 

Verify Drug, Volume 
and Concentration 

Record Transaction  
and Adulterate Drug 

Sequester and 
Preserve Drug 

Record Incomplete 
Transaction, page designated 
personnel per hospital process 

Match? 

YES 

NO 

Inject Drug into WID 

Authenticate User 

DATA 
POOL B 

Authenticate User 

Retrieve User’s  
Open Transactions 

Scan Bar Code on 
Drug Vial  

Cuvette Serial # 
Drug Type – NDC# 

Concentration 
Original Volume 

User ID 

Complete ADM® 
Record 
- Enter 
Confirmation Code 
into “Comments” 
- Login as witness 
using WID logon 
- Complete waste 
record 

Close User’s  
Open Transactions 

DATA 
POOL A 

Reconcile Hospital and WID DATA using Cuvette Serial # 
 

ADM CLINICIAN WID 

PHARMACIST 

Discard or collect cuvettes in Pharmacy and 
stage for pickup by reverse distributor 

Scan barcode on each cuvette to 
lookup contents (can also read 
serial # and do 10-key entry) 

-Automatically generate and print 
summary record for each group 
showing all cuvette serial 
numbers containing this drug and 
the collective volume of waste 
they together hold 
-Each summary record will 
occupy one line on the Form 222 

Information Flow 

Physical Drug Waste Flow 

REVERSE DISTRIBUTOR 

Complete Form 222 
and haul away for 

incineration 

Discrepancy Reports 

Cuvette Serial # 
NDC # 

Verified Drug Type 
Verified Concentration 

Measured Volume 
Printed Labels 

Group cuvettes by NDC # 
 

Physical Drug Waste + Information  

Show Confirmation Code 

Figure 8: Process Flowchart 



Waste Identification and Disposal System Pilot Plan 
Prepared by 

Rafi Baddour, P.E., CEO and David Nelson, M.D., Chief Medical Officer, Vigilant Devices LLC 
Rusty Pendley, R.Ph., DOP St. David’s North Austin Medical Center 
Mike Brimberry, R.Ph., MBA, DOP, Reliant Rehabilitation Hospital 

 

 Page 13 14/01/2015 

 
Data Analysis 
 
The WID-generated unique transaction number/confirmation code will serve as the transaction 
control and identifier for automatic and manual reconciliation between the WID data and the ADM 
data.  This number is simply a unique cuvette serial number entered as a comment in the ADM 
transaction record and will not guide or affect the chain of custody in any way.  There will be no 
direct information exchange between the ADM device and the WID. 
 
The records created by the WID will be both manually and automatically reconciled with the 
hospital records.  The accuracy of the WID will be determined during this reconciliation process, 
as well as the accuracy of the personnel involved in entering data.  Periodically during the pilot 
waste events will be audited by the pharmacy staff against the hospital transaction records and 
the device records to determine WID performance.  The transaction confirmation code created by 
the WID device at the time of wasting will be the matching primary link between the WID-created 
records and the hospital records.  
 
However, since the Confirmation Code is manually entered, it can be prone to human error/fraud.  
Because of this timestamp analysis will also be used for records reconciliation.  Timestamp 
Analysis is error-free but assumes a sequential relationship between ADM and waste 
transactions.  It is suggested that the hospital processes reflect regulatory intent and require that 
clinicians waste a particular dose before acquiring medication for a new patient.  This helps 
ensure a sequential relationship between medication acquisition and medication waste events.  
Both Confirmation Code and Timestamp Analysis will provide a high degree of certainty, 
regardless of human error or non-sequential wasting, in reconciling ADM and waste transactions 
without requiring integration between ADM and waste systems.  Figure 9 below outlines this 
reconciliation process. 

 
Figure 9: Reconciliation by Confirmation Code and Timestamp Analysis 

UNRECONCILED  DISPENSER TRANSACTION REPORT

User 

Identification
Smith, Jane Amount 5 ml

Cuvette #

Confirmation
152564 NDC# 0641-6026

Drug 

Identification

Fentanyl
Citrate

Expected 

Waste
2.0 ml

Concentration 

Identification
50 mcg / 1ml Count Before 5

Patient Johnson, Bob Count After 4

Doctor Garcia, Ray Time Stamp
15:52.9 
12/03/13

UNRECONCILED  DISPENSER TRANSACTION REPORT

User 

Identification
Smith, Jane Amount 5 ml

Cuvette #

Confirmation
152564 NDC# 0641-6026

Drug 

Identification

Fentanyl
Citrate

Expected 

Waste
2.0 ml
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Identification
50 mcg / 1ml Count Before 5

Patient Johnson, Bob Count After 4

Doctor Garcia, Ray Time Stamp
15:52.9 
12/03/13
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Receiver

����
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Time
Stamp
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152564

098234
DONE

NO HIPAA DATA

WASTE TRANSACTION RECORD

User 

Identification
Smith, Jane

Confirmation 
Code (Cuvette

Serial Number)
152564

NDC Number 0641-6026
Drug 

Verification
CONFIRMED

Device Serial 
Number

DX6543E9
Concentration 
Verification

CONFIRMED

Device 
Location

City 
Hospital, 
Wing 3

Drug Volume 
Measurement

2.0 ml

Drug 
Identification

Fentanyl
Citrate

Drug 
Chlorinated

YES

Concentration 

Identification

50 mcg / 
1ml

Time Stamp
16:42.4 
12/03/13

WASTE TRANSACTION RECORD

User 

Identification
Smith, Jane

Confirmation 
Code (Cuvette

Serial Number)
152564

NDC Number 0641-6026
Drug 

Verification
CONFIRMED

Device Serial 
Number

DX6543E9
Concentration 
Verification

CONFIRMED

Device 
Location

City 
Hospital, 
Wing 3

Drug Volume 
Measurement

2.0 ml

Drug 
Identification

Fentanyl
Citrate

Drug 
Chlorinated

YES

Concentration 

Identification

50 mcg / 
1ml

Time Stamp
16:42.4 
12/03/13
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A stand-alone Windows-compatible software program will be provided to the pilot sites to 
reconcile the ADM reports to the data in the Vigilant cloud-based tracking and reporting system.  
This program will run under the control of the pharmacist as an independent application and will 
pull in both Vigilant data from the cloud and ADM reports via the normal internal process.  Since 
the ADM reports can be presented in an industry-standard format such as text file, .PDF, or other 
formats, the software will accept these reports and search for transactions which match those in 
the Vigilant tracking system.  Matching transactions will be automatically compared to determine 
that the expected waste volume matches the actual measured waste volume, and that the NDC 
numbers match.   
 
Any non-matching records will be tabulated and presented to the Pharmacist as possible 
discrepancies.  Importantly, only the Pharmacist running this application will have access to the 
ADM reports; Vigilant Devices will not, nor will any information from these reports end up in the 
tracking system.  Information flow is one-way only: from the WID to the cloud to the reconciliation 
application and never the other direction.  This ensures the proper HIPAA protections are 
maintained at all times. 
 
Test Objectives for WID 
 
The device is expected to integrate easily into the waste operations of the facility.  The Pilot Study 
will validate proper function of the device in a Beta test environment.  This includes identifying 
any errors in the operation of the device when used for an extended period in a controlled Beta 
test environment.  In addition to proper function, the device reliability will be evaluated as well as 
human interface ease of use.  The entire system including the device and the associated 
personnel, environment, and processes will be also evaluated as an integrated system to 
determine overall effectiveness in a real-world patient care environment.  The purpose of the Pilot 
Study is to demonstrate that the WID device can effectively replace a human witness in an 
operating patient care facility, improve record keeping and compliance, reduce opportunities for 
diversion, and better enable the clinical staff to provide improved patient care. 
 
Outcome Measures 
 
Clinician satisfaction with the device will be determined by a survey capturing two key 
parameters: 
 

• Is the system easy to learn and use? 

• Does it save time and effort? 
 
The required performance criteria of the WID device are: 
 

• Accurately verify the drug type according to chemical structure 

• Determine discretely (YES or NO) if drug has been diluted to less than 50% of expected 
concentration 

• Accurately measure a volume range from 0.25 ml to 10 ml 

• Accurate record keeping 
 
Accuracy will be quantified using common statistical methods.  Any noted discrepancies will be 
root caused and a closed loop corrective action plan created to address the discrepancies.   
Human error, ADM report inaccuracies, diversion, and WID machine error are among the 
possible root causes of discrepancies.  Each will involve a thorough analysis of the chain of 
custody, procedures, and reconciliation with the original ADM transaction record.  Also, third party 
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testing will be used to positively identify any compound of which the drug and dilution can not be 
ascertained by a review and reconciliation of the records.  
 
Validation 
 
For each specific drug, at least one sample will be retained and sent to an outside laboratory for 
verification of WID results by analysis.  Also, for any samples that are tagged as discrepancies, 
the sample will be saved for further analysis.  If the discrepancy can’t be resolved after review, 
the sample will be sent to an outside laboratory for analysis.  The chain of custody will be 
maintained by utilizing outside laboratory facilities that have DEA licenses that allow possession 
of controlled substances.  Transfer to these entities will comply with DEA regulations by utilizing 
Form 222 documentation.  
 
HIPAA Compliance 
 
DATA POOL B shown in the flowchart in Figure 8 above will hold all information entered or 
created by the WID device.  The WID device and all its data will be completely isolated from all 
hospital information systems and will rely on manual input of data by finger swipe and bar code 
scan.  No patient-specific information will be entered, stored, or accessed by the device.  It will 
also be password/biometrically secured and physically secured to discourage theft of the entire 
device.   
 
List of Controlled Substances and Concentrations 
 
The system shall be capable of identifying and disposing the following controlled substances.  
Each of the substances may or may not be available for testing at a specific test site depending 
on the facility’s unanticipated formulary changes and/or clinical usage patterns. 
 
RRH Formulary: 
 

1. MORPHINE SULFATE 
2. MIDAZOLAM HCL 
3. MEPERIDINE HCL 
4. KETAMINE HCL 
5. EPHEDRINE SULFATE 
6. DIAZEPAM 
7. LORAZEPAM 
8. THIOPENTAL 
9. CODEINE PHOSPHATE 
10. PHENOBARBITAL 
11. HYDROMORPHONE 
12. NALBUPHINE 
13. BUTOPHANOL TARTRATE 
14. FENTANYL CITRATE 
15. ALFENTANIL 
16. SUFENTANIL CITRATE 
17. REMIFENTANIL HCL 

 
NAMC Formulary: 
 

1. HYDROMORPHONE HCL 
2. FENTAYNL CIT 
3. MORPHINE SULFATE 
4. PHENOBARBITOL 
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5. MEPERIDINE 
6. MIDAZOLAM HCL 
7. PROPOFOL 
8. LORAZEPAM 
9. MIDAZOLAM 
10. REMIFENTANIL HCL 
11. SUFENTANIL CITRATE 
12. BUTORPHANOL TARTRATE 
13. FENT 2MCG/ML + BUP 0.125% EPIDUR 
14. KETAMINE HCL 
15. FENTAYNL/NaCl 
16. DIAZEPAM 
17. LACOSAMIDE 
18. MORPHINE 
19. ALFENTANIL HCL 

 
Controlled Substance Volume: 

Minimum 0.25cc 
Maximum 10cc 

  
Approval Process at Site 
 
The following persons at the Site will be responsible for approval and implementation of this Pilot 
Study at the Sites: 
 
RRH: 

• Medical Director: Tim Murphree, M.D. (Rehab Floors) 

• Medical Director: Teresa Lyson, M.D. (SNU Floor) 

• Vidette Forbes, R.N., C.N.O. 

• Randi Cruz, L.V.N, Nursing Manager 

• Director of Pharmacy :   Mike Brimberry, R.Ph 
 
NAMC: 

• Chief Medical Officer:     Ken Mitchell, M.D.  

• Chief Nursing Officer:    Jane McCurley  R.N.  

• Chief Operating Officer: Sheri Dube  

• Director of Pharmacy :   H.L. “Rusty” Pendley, R.Ph. 
 
Pilot Size and Duration 
 
This pilot will involve two WID devices operating 24/7 over a 90-day period.  The device has a 
capacity of 24 waste doses before it needs to be emptied and refilled with new single-dose 
disposable waste cuvettes and should be placed such that the waste traffic per day is on average 
nor more than 2/3 of its capacity, or 18 waste events/day.  This allows for continued operation in 
a live patient area in the event of unforeseen spikes in wastage or delays in the refilling of the 
device. 
 
Reporting of Results 
 
Upon successful completion of the pilot study, a detailed report of the how well the WID 
performed in various clinical setting will be jointly prepared by Vigilant Devices,LLC, RRH, and 
NAMC for review.  With input from the involved departments, a final Pilot Study Report will be 
generated.   
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Upon successful completion of the Pilot, Vigilant, RRH, and NAMC will jointly present to the 
Board all pertinent data collected during the pilot.  This will be to complete the pilot as approved 
by the Board and to support the Board’s consideration of a potential rule change by which the 
WID could potentially be considered as a replacement for a human witness.   No HIPAA-
protected data will be collected nor reported by Vigilant Devices at any time. 
 
  
 
 
 
 



ORIGINAL ARTICLE
Outbreaks of Infections Associated With Drug
Diversion by US Health Care Personnel

Melissa K. Schaefer, MD, and Joseph F. Perz, DrPH
Abstract

Objective: To summarize available information about outbreaks of infections stemming from drug
diversion in US health care settings and describe recommended protocols and public health actions.
Patients and Methods: We reviewed records at the Centers for Disease Control and Prevention related to
outbreaks of infections from drug diversion by health care personnel in US health care settings from
January 1, 2000, through December 31, 2013. Searches of the medical literature published during the
same period were also conducted using PubMed. Information compiled included health care setting(s),
infection type(s), specialty of the implicated health care professional, implicated medication(s), mecha-
nism(s) of diversion, number of infected patients, number of patients with potential exposure to blood-
borne pathogens, and resolution of the investigation.
Results: We identified 6 outbreaks over a 10-year period beginning in 2004; all occurred in hospital
settings. Implicated health care professionals included 3 technicians and 3 nurses, one of whom was a
nurse anesthetist. The mechanism by which infections were spread was tampering with injectable
controlled substances. Two outbreaks involved tampering with opioids administered via patient-
controlled analgesia pumps and resulted in gram-negative bacteremia in 34 patients. The remaining 4
outbreaks involved tampering with syringes or vials containing fentanyl; hepatitis C virus infection was
transmitted to 84 patients. In each of these outbreaks, the implicated health care professional was infected
with hepatitis C virus and served as the source; nearly 30,000 patients were potentially exposed to blood-
borne pathogens and targeted for notification advising testing.
Conclusion: These outbreaks revealed gaps in prevention, detection, and response to drug diversion in US
health care facilities. Drug diversion is best prevented by health care facilities having strong narcotics
security measures and active monitoring systems. Appropriate response includes assessment of harm to
patients, consultation with public health officials when tampering with injectable medication is suspected,
and prompt reporting to enforcement agencies.
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notic Infectious Diseases,
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trol and Prevention,
Atlanta, GA.
I n May 2012, the New Hampshire Depart-
ment of Health and Human Services began
investigating a cluster of hepatitis C virus

(HCV) infections at a single hospital.1 This
investigation uncovered a large HCV outbreak
spanning several years, involving more than a
dozen hospitals, and impacting thousands of
patients in 8 states. This outbreak was caused
by an HCV-infected traveling radiology techni-
cian who, in August 2013, admitted to having
been addicted to narcotics and diverting med-
ications such as fentanyl from patients.2 The
mechanism of diversion used by the technician
involved a form of tampering that exposed pa-
tients to his blood. This outbreak has resulted
in multiple lawsuits involving the staffing
agencies and institutions that employed the
technician.3 Thismultistate outbreak and others
Mayo Clin Proc. n XXX 2014;nn(n):1-10 n http://dx.doi.org/10.1016
www.mayoclinicproceedings.org n ª 2014 Published by Elsevier I
like it have revealedmultiple gaps in prevention,
detection, and response to drug diversion in US
health care facilities.4-6

The National Association of Drug Diver-
sion Investigators defines drug diversion as

any criminal act or deviation that removes
a prescription drug from its intended
path from the manufacturer to the pa-
tient. This can include the outright theft
of the drugs, or it can take the form of a
variety of deceptions such as doctor shop-
ping, forged prescriptions, counterfeit
drugs and international smuggling.7

Diversion by health care personnel repre-
sents one facet of drug diversion that is gain-
ing recognition as a ubiquitous and poorly
controlled patient safety risk.8 Mechanisms
/j.mayocp.2014.04.007
nc on behalf of Mayo Foundation for Medical Education and Research
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of diversion by health care personnel can
include documentation of a medication dose
not actually administered to the patient but
saved for use by the health care professional,
theft by scavenging of wasted medication (eg,
removal of residual medication from used sy-
ringes), and theft by tampering (eg, removal
of medication from a medication container or
syringe and replacement with saline or other
similar-appearing solution that may be admin-
istered to patients). Patient safety is compro-
mised whenever diversion by health care
personnel occurs. Harms can include patients
not obtaining adequate pain management,
exposure to substandard care from an impaired
health care professional, and exposure to life-
threatening infections.8 However, when diver-
sion is suspected or identified, the potential
for patient harm may be overlooked.

In light of the multistate outbreak of HCV
infections identified in New Hampshire and
the gaps it highlighted, we reviewed reported
outbreaks of infections resulting from drug
diversion by health care personnel in US health
care settings. In this article, we offer a summary
of available information about the types of in-
fections, drugs, mechanisms of diversion, and
health care personnel that have been associated
with outbreaks stemming from this activity.We
conclude with a summary of recommended
standard protocols and public health actions
that should be considered when diversion by
health care personnel is suspected or identified.

PATIENTS AND METHODS
The Division of Healthcare Quality Promotion
at the Centers for Disease Control and Preven-
tion (CDC) frequently assists health depart-
ments and institutions with investigations of
outbreaks involving health care exposures,
including drug diversion. We reviewed our
internal records and CDC-authored reports
related to US outbreaks from drug diversion
by health care personnel for the 14-year period
extending from January 1, 2000, through
December 31, 2013. A PubMed search was con-
ducted for outbreak investigations occurring
during the same time period using combina-
tions of key words including outbreak, diversion,
and narcotics. We also examined reference lists
from selected publications seeking to identify
additional outbreaks meeting our inclusion
criteria.
Mayo Clin Proc. n XXX 20
For the purposes of this review, an outbreak
was defined as a health careeassociated infec-
tion occurring in 2 or more patients in whom
disease transmission likely resulted from drug
diversion by health care personnel in aUShealth
care facility. We excluded outbreaks occurring
prior to January 1, 2000, outbreaks occurring
in health care settings outside the United States,
as well as reports of drug diversion in which no
resulting patients infections were documented.

We compiled the following information
for each outbreak identified: year investigated,
state(s), health care setting(s), specialty of the
implicated health care professional, implicated
medication(s), infection type(s), number of pa-
tients with documented or suspected infection,
mechanism(s) of diversion, and resolution of
the investigation. We relied on case definitions
developed by investigators for each specific
outbreak when enumerating the number of in-
fected patients. Typically, case definitions were
based on results of laboratory testing and tempo-
ral associations between health care exposures
and symptom or infection onset among affected
patients.

Patient notification, with recommendations
for blood-borne pathogen testing, is often per-
formed when health careeassociated viral hep-
atitis transmission risks are identified.9 For
outbreaks of HCV infection, we compiled
information about the number of facilities per-
forming notification and the number of poten-
tially exposed patients, using information from
media reports and other sources that were
available online or in our files.

RESULTS
We identified 6 outbreaks of infections that
resulted from drug diversion by health care
personnel in US health care settings in the past
10 years. Two outbreaks resulted in gram-
negative bacteremia in 34 patients; the remain-
ing 4 outbreaks resulted in HCV infection in
84 patients. All of the outbreaks occurred in
one or more hospitals; these facilities were
located in 8 states. Tampering with injectable
controlled substances was documented or sus-
pected in all of the outbreaks; fentanyl was
diverted in at least 4 of these events.

Implicated health care professionals in-
cluded 3 technicians and 3 nurses (including
1 certified registered nurse anesthetist [CRNA]);
2 of the health care professionals were
14;nn(n):1-10 n http://dx.doi.org/10.1016/j.mayocp.2014.04.007
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women.10,11 Four of thehealth care professionals
were documented to be infected with HCV. Of
the remaining 2 health care professionals, 1 was
tested in the midst of the outbreak and did not
have hepatitis B virus, HCV, or human immuno-
deficiency virus12; blood-borne pathogen testing
was either not performed or not reported for the
other health care professional.10

Summary of Bacterial Outbreaks
Illinois Hospital, 2006. From January 1
through July 15, 2006, 9 medical-surgical pa-
tients at an Illinois hospital had development of
Achromobacter xylosoxidans bacteremia.10 All of
the infected patients received morphine via
a patient-controlled analgesia pump (PCA)
before bacteremia developed. Having a PCA
pump cartridge started by one nurse was sta-
tistically significantly associated with becoming
a case-patient. This nurse was the only nurse on
the unit who worked during the period from
hospital admission to before fever onset for all 9
cases. Investigators hypothesized that the nurse
may have substituted contaminated water for
the morphine or used contaminated needles or
syringes to extract the morphine from car-
tridges. The nurse resigned from the hospital
upon being informed of the association with A.
xylosoxidans bacteremia. The state licensing
board was informed, but no disciplinary action
was taken.

Minnesota Hospital, 2011. Gram-negative
bacteremia developed in 25 surgical patients at
a Minnesota hospital between October 2010
and March 2011.12,13 The predominant patho-
gens identified in blood cultures from infected
patients were Klebsiella oxytoca and Ochrobac-
trum anthropi. The 6 infected patients initially
identified all received hydromorphone via a
PCA. The identification of the same bacteria in 2
patients’ blood and 2 hydromorphone bags in
use by these patients led to concerns about
possible drug diversion as the source of the
outbreak. A review of automated dispensing
logs identified a nurse who had an access rate
several times greater than that of any other staff
during the outbreak period. This nurse admitted
to tampering with narcotic bags from locked
narcotic boxes. The nurse reported peeling back
the foil covering on the ports of bags containing
drugs such as hydromorphone, withdrawing
narcotic with a syringe, replacing displaced
Mayo Clin Proc. n XXX 2014;nn(n):1-10 n http://dx.doi.org/10.1016
www.mayoclinicproceedings.org
liquid with saline solution, and returning the
bags to the lock box. O anthropi was found in a
saline bottle collected from the nurse’s desk. The
nurse was removed from practice and, in 2012,
pled guilty to obtaining a controlled substance
by fraud and was sentenced to 2 years in prison.

Summary of HCV Outbreaks
Texas Hospital, 2004. Between July and
October 2004, 16 surgical patients at a Texas
hospital had development of HCV infection
(CDC, unpublished data, 2004).14-16 All 16
patients had received care from an HCV-
infected CRNA. The 2 index patients were
detected in September 2004 when acute HCV
infection was diagnosed following surgical
procedures on consecutive days in August
2004. The infected CRNA was identified early
in the investigation as a result of health care
personnel testing that targeted surgical staff
who had cared for the first 5 infected patients
identified. The CRNA denied having engaged in
diversion activities but was suspended from
clinical care duties and was offered treatment
for HCV infection. The CRNA left Texas and
went on to practice in other states. In 2009, the
CRNA admitted to diverting fentanyl by a va-
riety of methods. One of those methods
involved removing portions of fentanyl from
vials that were designated for an impending
patient procedure; a syringewas used to transfer
this fentanyl to a vial kept for personal use,
which was likely contaminated with the
CRNA’s blood. Reportedly, the remainder of the
fentanyl in the patient vials was then adminis-
tered to patients using the same syringe that was
used to make the transfer. This mechanism of
transmission by indirect syringe reuse,
involving accessing contaminated vials or con-
tainers, has beenwell documented in other viral
hepatitis outbreaks associated with health care
and injection drug use.17,18 Epidemiological
and laboratory evidence indicated that
the CRNA became infected, sequentially, with
2 different strains of HCV from chronically
infected patients and subsequently transmitted
them to susceptible patients. The CRNA pled
guilty to aggravated assault and possession of a
controlled substance by fraud and, in 2009, was
sentenced to 41 months in prison.

Florida Hospital, 2008. Five interventional
radiology patients at a Florida hospital had
/j.mayocp.2014.04.007 3
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development of HCV infection.19,20 The 3
initially detected patients were identified be-
tween January 2007 and December 2008; none
were identified because of symptomatic infec-
tion. Rather, 2 were organ transplant patients
identified through routine screening conducted
as part of facility protocols, and 1 was identified
through evaluation of an unexplained increase
in liver enzymes. All had previously negative
HCV RNA test results. Through molecular
analysis, the HCV isolates from the patients
were found to be genetically related, further
supporting the likelihood of health caree
associated transmission. Record review of these
3 patients revealed that all had received fentanyl
in the interventional radiology unit of the hos-
pital. Twenty-one employees assigned to the
interventional radiology area were recorded as
being at work when these patients received
fentanyl and submitted blood specimens for
testing. A radiology technician was found to be
infected with an HCV strain that was genetically
related to the patient isolates. The technician
reported the following methods of diversion:
(1) removing syringes containing residual fen-
tanyl from used sharps containers and (2) self-
administering fentanyl from a syringe that had
been filled in anticipation of patient care,
refilling the syringe with saline, and returning
the syringe to the patient care area. The tech-
nician pled guilty to tamperingwith a consumer
product resulting in death, tampering with a
consumer product resulting in serious bodily
injury, and stealing fentanyl by deception and,
in 2012, was sentenced to 30 years in prison.

Colorado Hospital, 2009. Hepatitis C virus
infection developed in 18 surgical patients at
a Colorado hospital (Colorado Department
of Public Health and Environment [CDPHE],
unpublished data, 2010).11 Two cases of
acute HCV infection were initially reported to
the health department in April 2009. Both
patients denied traditional risk factors for
HCV infection but had undergone surgical
procedures at the same hospital during their
exposure period and shared a common HCV
genotype. An HCV-infected surgical techni-
cian, who had recently been terminated for
suspicion of narcotics diversion, was identified
early in the investigation as a possible source of
the infections. Following termination from
the hospital, the technician had gained
Mayo Clin Proc. n XXX 20
employment at an ambulatory surgical center.
The technician reported removing predrawn
syringes of fentanyl from unattended anes-
thesia carts, self-injecting the fentanyl, refilling
the syringes with saline, and returning the sy-
ringes to the cart. The technician pled guilty to
tampering with a consumer product and
obtaining a controlled substance by deception
and, in 2010, was sentenced to 30 years in
prison.

New Hampshire, Kansas, and Maryland
Hospitals, 2012. Forty-five cardiac catheteri-
zation/interventional radiology patients from 4
hospitals in 3 states had development of HCV
infection.1,2,21 An HCV-infected traveling
radiology technician was part of a cluster of
HCV-infected patients reported to the health
department by a single New Hampshire hospi-
tal in May 2012. The technician was suspected
as the source of the outbreak on the basis of
factors including review of work schedule and
key card access, reports of behavior concerning
for drug abuse, suspected duration of the
outbreak, and results of molecular testing. The
technician eventually admitted to stealing sy-
ringes filled with narcotics, self-injecting,
refilling them with saline, and placing them
back into the procedure area. This act had been
repeated at multiple hospitals over several
years. The technician pled guilty to tampering
with a consumer product and obtaining
controlled substances by fraud and, in 2013,
was sentenced to 39 years in prison.

Patient Notification and Blood-borne
Pathogen Testing
Patient notification and blood-borne pathogen
testing was described for the 4 HCV out-
breaks1,19,22-25 (CDC, unpublished data,
2004, 2013; CDPHE, unpublished data,
2010) (Table 1). These activities supported
case-finding efforts as part of the public health
investigations. In each of these instances, addi-
tional cases of documented HCV transmission,
reflected in the total case counts described pre-
viously, were identified. In total, nearly 30,000
patients were determined to have been poten-
tially exposed and were targeted for notifica-
tions advising blood-borne pathogen testing.
Of note, the number notified may have been
less than the number potentially exposed; for
example, patients who had died in the interval
14;nn(n):1-10 n http://dx.doi.org/10.1016/j.mayocp.2014.04.007
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TABLE 1. Summary of Patient Notification Efforts for Outbreaks of HCV Infection Associated With Diversion of Narcotics by HCV-Infected
Health Care Personnela

Year
investigated

State(s) that
notified patients

Time period
for potential
exposure

No. of health care facilities that
notified patients

No. of potentially
exposed patients Reference

2004 Texas, District
of Columbia

2004-2006 3: Hospital where the outbreak was
initially identified, hospital where the
CRNA worked at the same time as
the outbreak hospital, and hospital
where the CRNA worked after the
outbreak hospital

1497: 1135 patients at the
outbreak hospital and
362 patients at the 2
additional hospitals

CDC, unpublished
data, 2004

2008 Florida 2004-2010 1: Hospital where the outbreak was
initially identified

6132 19

2009 Colorado,
New York

2007-2009 3: Hospital where the outbreak was
initially identified, ASC where the
surgical technician worked after the
outbreak hospital, and hospital
where the technician worked before
the outbreak hospital

8770: 4748 patients at the
outbreak hospital, 1222
patients at the ASC, and
approximately 2800
patients at the additional
hospital

22, Colorado
Department of
Public Health and
Environment,
unpublished data, 2010

2012 Arizona, Georgia,
Kansas, Maryland,
Michigan, New
Hampshire, New
York, Pennsylvania

2005-2012 16: Hospital where the outbreak was
initially identified and 15 hospitals
where the radiology technician
worked before the outbreak
hospital

>12,000 patients: 4719
patients at the outbreak
hospital and more than
7500b patients from the
15 additional hospitals

1,23-25, CDC
unpublished data, 2013

aASC ¼ ambulatory surgical center; CRNA ¼ certified registered nurse anesthetist; HCV ¼ hepatitis C virus.
bExact number of patients notified at all 15 hospitals not available.

INFECTION OUTBREAKS DUE TO DRUG DIVERSION
between the potential exposure and patient
notification were not always included in the
actual notifications. In 3 of the outbreaks,
because of concerns about previous or
ongoing diversion activities, patient notifica-
tion expanded beyond the facility where the
outbreak was detected to include other facil-
ities where the implicated health care profes-
sional had worked or was working (CDC,
unpublished data, 2004, 2013; CDPHE, un-
published data, 2010).1,22-25

DISCUSSION
Over the past 10 years, outbreak investigations
have documented more than 100 infections
and nearly 30,000 potentially exposed patients
stemming from drug diversion in US health
care facilities. The frequency with which these
events have been detected appears to have
increased; using similar methods, we identified
3 additional US outbreaks of this type in the
previous 20 years.26-28 For HCV, drug diver-
sion has emerged as the leading cause of health
care transmission between infected health care
professionals and patients.29 All of the
Mayo Clin Proc. n XXX 2014;nn(n):1-10 n http://dx.doi.org/10.1016
www.mayoclinicproceedings.org
outbreaks described herein involved diversion
of injectable controlled substances, with
contamination and infections resulting from
some form of tampering by the implicated
health care professional. A variety of health
care professionals were implicated in these out-
breaks; 3 of the 6 were employed as technicians
who lacked authorized primary access to the
diverted medication. In most of these events,
diversion was not suspected or identified by
the affected facilities until many patients had
become infected. In several cases, implicated
health care professionals were able to gain
subsequent employment at other health care fa-
cilities, despite evidence or concerns about
diversion. As a result, thousands of additional
patients were placed at risk.

These outbreaks highlight gaps in the pre-
vention, detection, and response to drug diver-
sion in US health care facilities. Under Title
21, CFR Section 1301.71(a), the Drug Enforce-
ment Administration (DEA) “requires that all
registrants provide effective controls and proce-
dures to guard against theft and diversion of
controlled substances.”30 In their Conditions
/j.mayocp.2014.04.007 5
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TABLE 2. Steps for Health Care Facilities to Address Patient Safety When Drug Diversion Is Identified

1. Prevent further risk to patients at the facility
a. Remove the implicated health care professional from the clinical environment and revoke any previously authorized access to controlled

substances (eg, suspend computerized access to automated medication dispensing machines) pending further investigation
b. Evaluate security of controlled substances to address gaps in adherence to recommended and required practices

2. Prevent risk to patients at other health care facilities
a. Engage law enforcement

i. Local law enforcement
ii. Drug Enforcement Administration (DEA)

a. DEA registrants are required to notify the DEA of the theft or significant loss of any controlled substance within 1 business day of discovery
of such loss or theft

iii. Food and Drug Administration Office of Criminal Investigation, particularly if product tampering, including substitution, is suspected
b. File report with applicable licensure agencies (eg, physician or nursing board, state board of pharmacy)

3. Assess retrospective risk to patients
a. Attempt to ascertain the mechanism(s) of diversion used by the implicated health care professional

i. Were injectable medications diverted?
ii. Was any type of tampering with injectable medication performed? If yes, assess potential for patients to be exposed to the health care

professional’s blood (eg, through swapping with syringes previously used by the health care professional)
b. If tampering with injectable medication is suspected, pursue blood-borne pathogen testing of the implicated health care professional
c. Use information from steps 3 a-b to determine need for patient notification and testing. This should be performed in consultation with the local

or state health department

MAYO CLINIC PROCEEDINGS

6

of Participation for hospitals, the Centers for
Medicare and Medicaid Services requires that
“drugs listed in Schedules II, III, IV, and V of
the Comprehensive Drug Abuse Prevention
and Control Act of 1970 must be kept locked
within a secure area.”31 Injectable schedule II
drugs, primarily fentanyl, were implicated in
all of the outbreaks included in this review. In
3 of the outbreaks, technicians were able to ac-
cess syringes of fentanyl that had been prepared
and left unlocked in an operating room or pro-
cedure area in anticipation of a patient’s proce-
dure. In these instances, health care personnel
may have believed these fentanyl syringes did
not need to be kept in a locked container while
they were outside their immediate possession,
perhaps because they considered the area itself
to be secure (ie, access restricted to health care
personnel). However, in this period of time,
the addicted technicians were able to remove
the syringes and replace them with decoy
syringes (eg, syringes they had previously
used and filled with another clear solution
such as saline or water). Of note, unsafe injec-
tion practices involving various forms of syringe
reuse represent a well-documented mechanism
of blood-borne pathogen transmission in US
health care settings.17

In addition to adhering to the basic Centers
for Medicare and Medicaid Services and DEA
controlled substance security requirements,
Mayo Clin Proc. n XXX 20
strategies founded on technological advances
hold promise in prevention and early detection
of diversion. These include tamper-resistant
and tamper-evident syringes, automated
dispensing cabinets with security features that
allow for control and tracking of drug distribu-
tion, algorithmic auditing of pharmacy and
other dispensing records, and testing to verify
the identity or concentration of wasted drugs
(ie, unused drugs that are returned to phar-
macy or discarded by health care personnel).
Several of the outbreaks involved syringe sub-
stitutions; tamper-resistant or tamper-evident
syringes may have prevented this type of
deception (ie, passing off syringes that had
been used for self-injection as unused fentanyl
syringes). Of course, simple actions like prepar-
ing medications as close as possible to the time
of administration and properly labeling pre-
drawn syringes to include patient name can
also make it more challenging for health care
personnel to tamper with or swap predrawn sy-
ringes. During investigation of the Minnesota
outbreak, review of access records from an
automated medication dispensing system iden-
tified a nurse who had an access rate several
times greater than that of other staff.12 Routine
review of access records as a component of
diversion prevention programs, absent an iden-
tified outbreak, may help detect diversion and
prevent further harm.
14;nn(n):1-10 n http://dx.doi.org/10.1016/j.mayocp.2014.04.007
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Health care facilities need sound policies and
systems to address suspected or confirmed diver-
sion activity, in addition to systems addressing
primary prevention (Table 2). Although appro-
priate personnel actions and treatment referrals
are important considerations when responding
to diversion events, patient harm and riskmitiga-
tion should also be prioritized.8 To prevent
further risk to patients at the facility, initial steps
include removing the implicated health care pro-
fessional from the clinical environment and
revoking any previously authorized access to
controlled substances pending further investiga-
tion. In addition, the facility should ascertain
the specific types of medications diverted and
the mechanisms of diversion used by the health
care professional. If injectable medications were
diverted and tampering is suspected, it is highly
recommended that the health care facility pur-
sue blood-borne pathogen testing of the impli-
cated health care professional. The need for
patient notification is best assessed in consulta-
tion with the local or state health department
and guided by information gathered about
mechanisms of diversion (eg, was tampering
involved?) and results of the implicated health
care professional’s blood-borne pathogen
testing.9,32,33 In addition, other forms of
disclosure or reparations may be warranted
(eg, to ensure that patients and their insurance
companies were not improperly billed formed-
ications that were never administered).34,35

Early engagement of state and federal re-
gulatory bodies (eg, DEA, Federal Bureau of
Narcotics, Food and Drug Administration Of-
fice of Criminal Investigations, pharmacy and
licensing boards), as well as local law enforce-
ment, is also critical. Such reporting may facili-
tate better tracking and identification (eg, via
preemployment background checks) of health
care personnel who have diverted, with pro-
tection of “downstream” facilities. Current sys-
tems such as the National Practitioner Data
Bank may require enhancements to better
address oversight of all health care personnel
(including technicians or other categories not
holding controlled substances registrations)
and the timeliness of action taken to investigate
or manage reported concerns.4,36 The multi-
state outbreak of HCV infections identified in
New Hampshire is the most recent example of
a health care professional being able to repeat-
edly gain employment, even after diversion
Mayo Clin Proc. n XXX 2014;nn(n):1-10 n http://dx.doi.org/10.1016
www.mayoclinicproceedings.org
had been strongly suspected or documented
by previous employers.4 The New Hampshire
hospital has filed suit against the staffing
agencies that employed the implicated techni-
cian, alleging that their “actions, including
failing to report [the technician] for improper
conduct, enabled him to secure employment in
[New Hampshire].”37 Facilities will benefit
from ensuring that they are aware of state and
federal reporting requirements when diversion
is identified (eg, requirement to notify the DEA
Field Division Office in their area, in writing, of
the “theft or significant loss of any controlled
substance”within 1 business day of thediscovery
of such loss or theft38) and protections offered
(immunity statutes) regarding disclosure of
adverse information to prospective employers,4

The outbreaks summarized in this article
are likely an underestimate of the burden of in-
fections resulting from diversion in health care
settings. We did not include outbreaks occur-
ring outside the United States that may have
been associated with diversion.39-41 Further,
linking health careeassociated infections to
drug diversion, which itself may be difficult to
detect, can be incredibly challenging.19,42 For
example, most patients with HCV infection do
not experience symptoms of acute disease,
and infections may go undetected for years,
making it difficult to identify an exposure win-
dow or likely source of their infection.19,43 For
most of the HCV outbreaks reported herein,
confirmed case definitions relied on advanced
molecular testing demonstrating genetic relat-
edness between the virus of the implicated
health care professional and infected patients.
However, many patients had died or had evi-
dence of resolved infection at the time the
outbreak was detected and patient notification
was performed. Thus, additional patients may
have been part of the outbreak but were not
included as confirmed cases.

In addition to underestimating the burden
of infections resulting from diversion, this sum-
mary also does not adequately reflect the fre-
quency of diversion by health care personnel
or other harms resulting from this act.8,36,44

There are no reliable national estimates of the
prevalence of drug diversion activities by health
care personnel in the United States. However,
one useful data point comes from a recent
study that examined substance abuse disorders
among anesthesiology residents; the prevalence
/j.mayocp.2014.04.007 7
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was nearly 1%, with fentanyl and other intrave-
nous opioids accounting for 57% of reports.45

From a state perspective, a task force in Minne-
sota identified 345 events of theft or loss of
controlled substances reported to the DEA dur-
ing 2005-2011.46 These numbers only re-
flected the events that were actually identified
and reported, thus representing a lower bound
estimate. Nonetheless, 39% of the Minnesota
events involved intravenous or intramuscular
medications; depending on the methods used
to divert, some may have posed risks similar
to those in the reported outbreaks.

The outbreaks summarized herein illustrate
some of the devastating and wide-reaching im-
pacts of drug diversion in US health care
settings. Health care facilities should ensure
that patients safely receive medications as pre-
scribed. This effort includes having systems in
place to prevent drug diversion as well as de-
veloping protocols for early detection and
appropriate response if, despite safeguards,
diversion does occur. Appropriate response in-
cludes assessment of potential for patient harm,
including consultation with public health offi-
cials when diversion involving tampering with
injectable controlled substances is suspected.
Prompt reporting to enforcement agencies
and applicable licensure/credentialing bodies
should be pursued when any form of diversion
is identified to help mitigate risks including
exposure to potential liability for subsequent
actions by the implicated health care profes-
sional. Actions by state licensing boards and
other legal mechanisms may be required to pre-
vent health care professionals with a history of
drug diversion from perpetrating similar acts
elsewhere.
CONCLUSION
Outbreaks of HCV and other infections have
highlighted the need for system-wide im-
provements to address the problem of drug
diversion in the health care community. Basic
patient safety depends on effective, reliable
safeguards to maintain the security of inject-
able medication in any health care setting.
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